Data Privacy and Cookie Policy
RiskConcile BV, (the “Firm”) is a company registered in Belgium with company number
0642.548.685. For the purposes of the General Data Protection Regulation (“GDPR”), the Firm will be
the “Controller” of the personal data you provide. Please read the following information carefully in
order to understand the Firm’s practices in relation to the treatment of your personal data. Should
you have any questions, please email our CEO, Jan De Spiegeleer at jds@riskconcile.com.

What data privacy principles does the Firm adhere to?
•
•

•
•
•
•
•

•

The Firm will process all personal data in a lawfully, fair and transparent manner.
The Firm will only collect personal data where it is necessary
o For the Firm to provide a service to you;
o For you to provide a service to the Firm;
o For the Firm to keep you informed of its products and services;
o For the Firm to comply with its legal and regulatory obligations.
The personal data collected by the Firm will be adequate, relevant and limited to what is
necessary in relation to the specific purpose for which your data will be processed.
The Firm will take all reasonable steps to ensure that personal data is accurate and, where
necessary, kept up-to-date.
The Firm will maintain personal data in a form that permits identification no longer than is
necessary for the purposes for which the personal data has been collected for processing.
The Firm will hold and process personal data in a manner that ensures appropriate security.
The Firm will only share personal data where it is necessary to provide the agreed service or
where it is necessary for the Firm to comply with any legal and regulatory requirements that
may arise.
The Firm will only utilize a service provider based outside of the EEA for the processing of
personal data where this is strictly necessary to facilitate our services to you. In all cases, we
will ensure service providers are fully compliant with GDPR ahead of transferring any
personal data.

What personal data does the Firm collect and why?
In the course of providing products/services to you, the Firm may collect information that is
considered personal information (e.g. name, contact details, address, passport number, driving
licence). As a client, contact or employee of the Firm, we will require some personal information in
order to verify your identity and have the applicable relationship with you. Some of this information
may be required to satisfy legal obligations (e.g. to comply with obligations arising under the money
laundering regulations whereas other information may be required in connection with the provision
of services to you). The information collected will vary depending on the service the Firm provides to
you or you provide to the Firm, but typically includes:
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•
•

Personal information: Such as your name, date of birth, passport number or national
insurance number; and
Contact information: Including your address, telephone number and email address.

Where does the Firm store my personal data?
The Firm has comprehensive policies and procedures in place to ensure your personal data is
kept sage and secure, with these including:
•
•
•
•
•
•

Data encryption;
Firewalls;
Intrusion detection;
24/7 physical protection of the facilities where your data is stored (i.e. Microsoft’s and
Amazon’s data centers);
Background checks for personnel that access physical facilities; and
Security procedures across all service operations.

How long does the Firm retain personal data?
The Firm will maintain its books and records for a prescribed period (5 years from either the ceasing
of a business relationship, or, in the case of non-clients, from the making of a record). As such,
information that falls in scope of either of these requirements is retained in line with the mandated
timeframe. Any information that is outside the scope of this requirement will be retained whilst
relevant and useful, and destroyed where this ceases to be the case or where the data subject
specifically requests this.

How have I been categorized in accordance with GDPR?
The GDPR requires the Firm to inform you of the legal basis on which we maintain your personal
data. Typically, the Firm will reach out to you personally to confirm this; however, as a general rule
the following is applicable:
•
•

Clients – Information is maintained on the basis of contractual obligation and/or legitimate
interests (where relevant);
Service providers – Information is maintained on the basis of contractual obligations; and •
Database/marketing contacts – Information is maintained on the basis of legitimate
interests.
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What are my rights?
Once you have provided your personal data to the Firm, you have certain rights which apply,
depending on your relationship with the Firm, the information you have shared with us and the
Firm’s legal and regulatory obligations.
•

•

•

•

•
•

•

You have the right to request a copy of the information that we hold about you. If you would
like a copy of some, or all, of your personal information, please email the Firm at
jds@riskconcile.com. The Firm will provide this information to you within one month (with
the ability to extend this by an additional two months where necessary), free of charge.
You have the right to request that the information the Firm holds about you is erased under
certain circumstances including where there is no additional legal and/or regulatory
requirement for the Firm to retain this information.
As a client, you have the right to request that any information the Firm holds about you be
provided to another company in a commonly used and machine-readable format, otherwise
known as ‘data portability’.
You have the right to ensure that your personal information is accurate and up to date, or
where necessary rectified. Where you feel that your personal data is incorrect or inaccurate
and should therefore be updated, please contact jds@riskconcile.com.
You have the right to object to your information being processed, for example for direct
marketing purposes.
You have the right to restrict the processing of your information, for example limiting the
material that you receive or where your information is transferred. • You have the right to
object to any decisions based on the automated processing of your personal data, including
profiling.
You have the right to lodge a complaint with the Information Commissioner’s Office if you
feel that we have not processed your data in accordance with GDPR, any contractual
agreements or this Privacy Notice.

Cookies
Cookies are small text files that are filed on the hard drive of a device and that contain certain
information, which sometimes includes personal data. When you use our Website and/or Services,
we then also collect and process other personal information by way of cookies and similar
technologies. Read our Privacy Policy if you want to know more. As explained in this Cookie Policy,
you can change your cookie preferences at all times.
We reserve the right to change, supplement or replace this Cookie Policy from time to time. Your
attention will be drawn to such changes, additions to or replacements through our Website and your
renewed consent will be asked if necessary.
Which cookies and why?
When you visit and/or use our Website, we place cookies or use similar technologies with which we
collect and process personal data about you. Such cookies and similar technologies consist of the
following:
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Name

Type

Purpose

Retention period

_hjAbsoluteSessionInProgress

Analytic

This cookie is used to detect the first pageview
session of a user. This is a True/False flag set by the
cookie

30 minutes

_hjTLDTest

Analytic

When the Hotjar script executes we try to
determine the most generic cookie path we should
use, instead of the page hostname. This is done so
that cookies can be shared across subdomains
(where applicable). To determine this, we try to
store the _hjTLDTest cookie for different URL
substring alternatives until it fails. After this check,
the cookie is removed.

session

_gid

Analytic

Used to distinguish users.

1 day

__cfduid

Functional

Helps Cloudflare detect malicious visitors to our
Customers’ websites and minimizes blocking
legitimate users.

30 days

_hjid

Analytic

Hotjar cookie that is set when the customer first
lands on a page with the Hotjar script. It is used to
persist the Hotjar User ID, unique to that site on the
365 days
browser. This ensures that behavior in subsequent
visits to the same site will be attributed to the same
user ID.

__cfruid

Functional

Generic functional CloudFlare cookie

session

You can prevent cookies from being stored or remove cookies already stored by adjusting the
settings in your browser. You find help to adjust these settings on the website of the browser that
you use. Remember that disabling cookies when visiting the Website may cause some or all of the
functions of the Website not to work properly.
•
•
•
•
•

Internet Explorer: https://support.microsoft.com/en-gb/help/17442/windows-internetexplorer-delete-manage-cookies
Microsoft Edge: http://windows.microsoft.com/en-gb/windows-10/edge-privacy-faq
Chrome: https://support.google.com/chrome/answer/95647?hl=en
Firefox: https://support.mozilla.org/en-US/kb/enable-and-disable-cookies-websitepreferences
Safari: https://support.apple.com/nl-be/guide/safari/sfri11471/mac.

If you have a complaint regarding our processing of your personal data, you can always contact us at
the following email address jds@riskconcile.com. If you are still not satisfied with our answer, then
you are at liberty to file a complaint with the competent data protection authority, the Belgian Data
Protection Authority, Drukpersstraat 35, 1000 Brussels. For more information, go to
www.dataprotectionauthority.be.

Who should I direct questions to?
If you have any questions, concerns or complaints about the practices contained within this
document or how the Firm has handled your data, please email: jds@riskconcile.com. Alternatively,
you may write to: RiskConcile BV, Kapeldreef 61, 3000 Leuven, Belgium.
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Will I be notified of changes to this policy?
The Firm may review and update this Privacy Notice from time to time. If the Firm needs to make
any material changes to how it collects, uses or shares your personal data it will inform you of these
changes by our usual communication channels, including by email.
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